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ABSTRACT

We are living in the age of technology and the world is becoming more
connected. This changing and dynamic world breeds many needs, including cybersecurity
protections. While the federal government focuses on large-scale solutions to
cybersecurity challenges, state and local governments cannot wait for the federal
government to provide all responses and solutions before taking action. For this reason,
states must take precautions to minimize cyber attacks and create a secure cyberspace.

Lack of sufficient funding, inadequate availability of cybersecurity professionals,
lack of documented processes, increasing sophistication of threats, and lack of visibility
and influence within the enterprise are the main barriers to addressing cybersecurity
challenges in United States state and local governments. It is not possible to completely
protect the cyberspace by creating a specific framework and applying stable strategies
because those attacks and techniques are extremely dynamic. There are known strategies
to reduce the effects of cyber attacks, but complete protection is not feasible. Building
partnerships with the larger security community and outsourcing security needs, creating
a cybersecurity strategic plan, and enabling more law enforcement are crucial steps in
addressing cybersecurity challenges. Despite all these precautions, the local and state
governments are inevitably going to face cyber attacks. The most important action to take
is to develop sophisticated systems for early detection and rapid response to cyber

attacks.

viii



Chapter |
INTRODUCTION

Technological changes and improvements have caused a significant increase in
technology use in every stage of our lives. These changes and the usage of IT systems
have revealed security problems for government agencies. In this paper, | examine
barriers to addressing cybersecurity challenges in state and local governments and discuss
what types of strategies state and local governments should adopt to be most effective in
enhancing cybersecurity.

The world has been shaped through three major periods of technological
improvement. First, the agricultural revolution of the 18th and early 19th centuries
increased crop productivity. Second, the industrial revolution initiated fundamental
changes in agriculture, textile and metal manufacture, transportation, economic policies
and the social structure during the 19th century. Third, the information revolution,
currently engulfing us, presages a new way of living (Webster, 2014). This new way of
living is characterized by the usage and development of new technologies that are
merging information and communication technologies in daily life. Technological
changes and improvements have caused a significant decrease in the cost of processing,
storing, and transmitting information in all forms (i.e. text, graphics, audio, and video.).
According to PwC (2016), one of the largest professional services firms in the world, a

terabyte of data storage cost $27 in 2016 whereas the same storage cost $3.5 billion in



1964. In addition, the cost of a Mbps of connectivity was $1200 in 1998 versus $0.63 in

2015.
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Figure 1.1: Technology costs are plummeting (and the reach is increasing) (PwC, 2016,
p.3).

Plummeting technology costs and the development of technologies such as
computers, digital communication, and microchips have caused a dramatic increase in the
use of technological tools for both personal and organizational needs. This change
created a non-physical space called ‘cyberspace’. The word cyberspace was first used in
a science fiction novel, Neuromancer (1984), by William Gibson. Since then, it has been
used by people in many walks of life—ranging from academics to government officials.
According to one definition, cyberspace is:

a new universe, a parallel universe created and sustained by the world’s

computers and communication lines. A world in which the global traffic of

knowledge, secrets, measurements, indicators, entertainments, and alter-human

agency takes on form: sights, sounds, presences never seen on the surface of the
earth blossoming in a vast electronic night (Benedikt, 1991, p.1).



In this space, people can communicate with each other, save documents, conduct
research, or shop. Cyberspace contains objects such as documents, communication
exchanges, videos, graphics, and audio, as well as physical space. Organizations have
significantly decreased their information transaction time, including the cost of
processing and storage.

However, this increased use of cyberspace also causes an increase in security and
privacy dilemmas because cyber attackers use this field to achieve their goals, which may
include making profit, protesting, or creating an identity in the society. Any device that
has a connection to cyberspace, such as a personal computer, a government data server, a
computer used by a police officer, and a computer used by a federal agent, can be hacked
and is vulnerable. In other words, any organization can be the target of cyber attacks in
our age. Technology provides opportunities and conveniences for organizations, but it
also augments cyber vulnerabilities. Since cyberspace is home to significant information
for citizens, governments, and organizations these vulnerabilities pose significant threats
to everybody involved in cyberspace.

Cyberspace, and technological developments within it, are not only used by
individuals, but also by government organizations that aim to provide more transparent,
accountable, efficient, professional, and ethical public services. All state and local
governments have critical information technology (IT) systems which are directly
connected to cyberspace. Increased use of cyberspace by government organizations for
purposes like critical infrastructure, law enforcement, and human resources management

systems can result in security and privacy dilemmas. Technological changes and the



usage of IT systems have revealed security problems for government organizations as
well as the private sector. While the federal government focuses on large-scale solutions
to cybersecurity challenges, state and local government organizations are under pressure
in cyberspace.

In Chapter 2, | discuss the transition to the information revolution from the
agricultural and industrial revolutions. In this section, | explain the origin of the term
‘cyberspace’. Moreover, I clarify vulnerabilities of state and local law enforcement
agencies: Personnel; Information Networks and Systems; Public-Facing Websites; Data
Storage Devices; Social Media Accounts; Wireless Devices; Facility Systems and
Physical Infrastructure. Next, | describe cyber attackers and provide explanatory accounts
of their actions by delving into socio-psychological, economic, and political reasons
motivating cyber attacks. Then, I mention a variety of hacking techniques used by cyber
attackers to break into government organizations’ systems. Finally, I explain the
importance of cybersecurity protection to federal, state, and local governments guided by
statistics and research from Deloitte, the National Association of State Chief Information
Officers (NASCIO), and Ponemon Institute.

In Chapter 3, | examine the barriers to addressing cybersecurity challenges faced
by state and local governments. This examination draws from on the 2016 Deloitte-
NASCIO Cybersecurity Study and another research report entitled, “Cybersecurity
Challenges to American State and Local Governments.”

Chapter 4 draws insight from a case study investigation of Maryland. The state of

Maryland has well-developed practices for cybersecurity planning. Protecting its



cyberspace is more significant for the states because it is a home of many government
organizations related to national security. The state of Maryland is home to highly
relevant cyber resources such as the Defense Information System Agency (DISA), the
National Security Agency (NSA), United States Cyber Command (USCYBERCOM),
and the National Institute of Standards and Technology (NIST). Even though the state
government has recognized that cybersecurity is a vital issue, and it puts significant effort
towards protecting cyberspace, it still faces many of the barriers that I discuss in Chapter
3. l argue that the lack of sufficient funding, inadequate availability of cybersecurity
professionals, insufficient or under-enforced policies, and governance issues are the most
relevant barriers that state and local governments in Maryland face in their attempts to
secure cyberspace. In order to provide empirical evidence for my arguments, | use
interviews conducted through focus groups that include IT and cybersecurity
professionals from the state government and several local governments in the state of
Maryland, as well as interviews published through online journals and local news. The
most important findings from those interviews are discussed. Lastly, the fact that
cybersecurity policies are underdeveloped, even in Maryland, reveals that the dynamic
and unpredictable nature of cyber attacks are crucial barriers to implementing sufficient
protections. Government officials and IT professionals agree on the significance of
cybersecurity, but effective protective mechanisms remain elusive.

My concluding chapter proposes strategies state and local governments can

employ to be most effective in enhancing their cybersecurity. This discussion and



suggestions draws from literature, recommendations by federal government and

NASCIO, and reflections extracted from interviews.



Chapter 2

NATURE OF CYBER RISKS

2.1 Cyber Vulnerabilities

The information revolution ushered in the rapid adoption of technological changes
and improvements, causing a significant increase in the usage of electronic devices such
as computers and smartphones. With these changes and the advent of the internet, a
cyberspace was created which has hosted a new place to communicate online. Online
communication is predominantly carried out via social media platforms such as
Facebook, Twitter, LinkedIn, Instagram, and Flickr. Even most government agencies,
according to Garcia (2016), use these platforms to drive citizen engagement, collect real-
time data, transform public perception, maximize awareness of agency goals, and
improve the constituent service experience. However, one government official on a social
media platform can lead hackers and other bad actors to an entire network of officials.
Therefore, social media accounts used by government agencies and officials can also be
considered vulnerabilities.

Technology is improving rapidly and new forms of using networks continue to
emerge. One of those developments is wireless technology, which gives mobile devices
the ability to go where no Ethernet cables exist and still stay connected to the local

network or the Internet. Wireless devices have the potential to be exploited because they



receive and transmit data, command other systems, and provide information to other
systems. Technologies such as radios, mobile-data systems, body-worn cameras, dash-
mounted cameras, navigation systems, tactical gear, smartphones and tablets, and body-
worn sensors use wireless technology to communicate with each other. In addition, many
building management systems such as, water systems, heating and air conditioning
systems, elevators, parking garages, lighting systems, security and access control
systems, have a wireless component that make them vulnerable. All of those systems are
critical to state and local government agencies. Furthermore, the ability to access a
network without any physical connection makes it much easier for cyber attackers to do
the same, as they don’t have to worry about “plugging in” to the cable. Such wireless
attacks can even be more effective since security experts identify wireless connections as
more vulnerable than cables. Cyber attackers could take control of those facility systems
and physical infrastructure because they have wireless components (NCAP, 2016;
Shinder & Cross, 2008).

The consequence of these technologies is that as organizations innovate they face
an increasing number and variety of cyber vulnerabilities. The National Consortium for
Advanced Policing (NCAP) (2016) lists the most important cyber vulnerabilities of state
and local law enforcement agencies: Personnel; Information Networks and Systems;
Public-Facing Websites; Data Storage Devices; Social Media Accounts; Wireless
Devices; Facility Systems and Physical Infrastructure.

One of the greatest contributors to vulnerability is human behavior. Many systems

are vulnerable to an insider, someone who has an intent to harm the organization. There



are two types of insiders: an accidental insider and a purposeful insider. Accidental
insiders are people who make an unintentional misstep or fall victim to a social
engineering scheme. For instance, opening or clicking on content in a phishing e-mail
might cause the system the person uses to be hacked. Purposeful insiders are people who
intentionally target an organization while working as an employee. For example, an
employee who did not get a promotion while his/her colleague did could turn an enemy
against the organization and use his or her authorization to damage the system.

Information and network systems are one of the most targeted public faces of an
agency because of the sensitive data that they usually keep. Some of those information
and network systems such as web applications, content management systems, and even
database servers are still configured with weak or default passwords. In addition, mobile
devices such as, phones, tablets, and unencrypted laptops pose some of the greatest risks
to information and network system because people do their personal, or organizational
jobs by using those devices. Furthermore, those systems are under the risk of cyber
attacks when they have some missing patches and outdated system files. Weak or default
passwords, unencrypted electronic devices, and missing and outdated system files are
some of the most important cyber vulnerabilities because they are directly targeted by
cyber attackers (Beaver, 2013).

When you compare websites viewable only by employees with public-facing
websites of agencies, it is clear that public-facing sites are more vulnerable to cyber
intrusions if they are directly connected to the rest of the agencies’ network assets.

Public-facing websites are more vulnerable because they offer e-government services to



citizens and they have a direct connection to agencies’ networks, which can be used to
access servers. In addition, an agency’s website that is not connected to the agency’s
network can be hacked and defaced in order to make a statement or protest. Security
configuration of the hosting provider and relationship of the web server to other computer
systems in the agency can cause technical vulnerabilities (NCAP, 2016).

Portable data storage and personal devices, such as thumb drives, internal and
external hard drives, CDs/DVDs, computers and laptops, and smartphones, can be used to
keep critical documents and sensitive information. Those devices can also present a

significant security vulnerability if they are compromised or stolen (NCAP, 2016).

2.2 Who are those cyber attackers?
As shown in Figure 2.1, cyber attackers are categorized within 2 main categories:
(1) Qutsiders, and (2) Insiders. Insiders act from within the organization, while Outsiders

attempt to penetrate it from the outside.

10



VRN
Cyber Attackers

~
S S

Outsiders Insiders
Organized Individuals Unintentional Purposeful
Attackers Individuals Individuals
Hackers Amateurs
N S N S

Figure 2.1: Categories of cyber attackers (adapted from Han and Dongre, 2014, p.40)

There are two types of outsiders. First, organized attackers are the larger part of
outsiders. Terrorists, hacktivists, state actors, and criminal groups are organized attackers.
Terrorists are members of extremist and radical groups that use cyberspace to spread
propaganda, attack systems of their political enemies, and steal money for their cyber or
real-life activities (Gandhi et all, 2011). Hacktivists use hacking techniques to disrupt
services and bring attention to political and social issues. State-sponsored military or
intelligence services, groups, and individuals are acting on behalf of foreign
governments. These state-sponsored actors pose a threat to state and local law
enforcement in the United States and have executed successful attacks (NCAP, 2016).

Criminal groups target agencies by infecting computers with ransomware which encrypts

11



files until the agency pays a specified amount, or ransom, to decrypt them again. In
addition, there are many criminal organizations conducting credit card fraud.

Second, individual hackers are also categorized as outsiders. These individual
attackers are dependent on their own hacking skills, which can run from extremely
advanced to the very basic. As shown in Figure 2.1, they are divided into two categories,
hackers and amateurs. Individuals that have extremely advanced hack skills are called
hackers. Hackers use their creativity to overcome limitations of software systems and
develop programs and scripts to break systems, in addition to finding security flaws. On
the other hand, amateurs, generally called “lamers”, “script kiddies” (NCAP, 2016), or
“noobs” (Han and Dongre, 2014), are less-skilled individuals that modify existing
computer scripts, or codes. Those people use existing programs, scripts, and instructions
that can be found on the internet because they lack the expertise to create their own.

Insiders can be categorized under two labels, unintentional (accidental)
individuals and purposeful individuals. On the one hand, accidental insiders who are
unaware they have become the organization’s weakest link in the cyber chain. In other
words, cyber attackers use employees lack of awareness to break into the computer
network; those accidental insiders are indirect cyber attackers. On the other hand,
purposeful individuals, employees, or contractors who intentionally cause harm to an
organization by using permission such as database access given by the organization while
working as a part of the organization. According to NCAP (2016), insiders may well be
the most dangerous threat to state and local law enforcement agencies. Knowing the

categories of cyber attackers helps us to understand the intentions behind their actions.
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2.3 Why do cyber attackers attack?

There are three main reasons why hackers attack: (1) Socio-psychological
reasons, (2) Economic reasons, and (3) Political reasons. Money is not the only motivator
for hackers. Moreover, socio-psychological reasons can be the strongest motivating factor

in some cases.

2.3.1 Socio-psychological Reasons

According to Shinder and Cross (2008), “many criminal offenses are committed
out of emotional reasons: anger, rage, or revenge for real or imagined wrongs,” (p. 95) or
to satisfy their egos and show their abilities to others in the cyberspace. Other socio-
psychological reasons also include entertainment, curiosity, desire for publicity,
retribution, notoriety, misguided intentions to help someone, and attention seeking
(Cross, 2008; Han and Dongre, 2014; NCAP, 2016). For instance, when considering
hackers, one may not initially think of “the high school hacker who does not want his
girlfriend to flunk calculus and have to go to summer school, so he breaks in to the

school’s computer system and changes her grade from an F to a C” (Cross, 2008).

2.3.2 Economic Reasons

Economic incentives are significant motivators for criminal organizations to break
into financial institutions. Information ranging from personal records to case files on a
law enforcement system is critical for malevolent people, as well as individuals and

organizations. There is a significant private market for critical individual and
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organizational information. For this reason, “economic situations and personal or
corporate financial greed often (serve as the primary) motives for cyber attackers [and]
Cyber mercenaries and organized cartels also operate in cyberspace” (Gandhi et all,
2011). Economic incentives may also include theft of intellectual property or other
economically valuable assets such as funds, and credit card information; fraud; industrial
espionage and sabotage; blackmail; and tax records (Han and Dongre, 2014). In addition,
an attack for profit often aims to lock the system and hold it hostage until a ransom is
paid to return information, restore a system, or provide a new password. This is an

example of a ransomware attack (NCAP, 2016).

2.3.3 Political Reasons and Hacktivism

The motivation behind hacking for political reasons can differ on a case-by-case
basis. Some cybercriminals can be members of extremist and radical groups that use
cyberspace to spread propaganda, attack systems of their political enemies, and steal
money for their cyber or real-life activities (Gandhi et all, 2011). Others can use hacking
as a tool for internet or online activism called Hacktivism. Loewengart (2012) defines
hacktivism as an act of hacking, or breaking into a system, for a politically or socially
motivated purpose. These perpetrators are called hacktivists. A hacktivist uses the same
tools and techniques as a hacker but does so in order to disrupt services and bring
attention to a political and social issue. In some cases such as a fight for social justice,
human rights, and equality, political reasons for hacking may be considered ethical. For

instance, in 2015, a group of cyber attackers temporarily prevented access to the State of
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Indiana’s website to protest the governor’s signing of a controversial “religious freedom”
bill. Many people exemplify this case as an illegal-but-ethical cyber attack because,
according to those people who discuss the case in online platforms, attackers did not
cause any lasting harm to the system.

These three motivations also demonstrate the evolution of process, in terms of the
reason for hacking. Initially, hacking was a way to show strength or ability. In other
words, in the past hackers may have attacked the systems to satisfy their egos or to show
their abilities to others. However, currently, there are many reasons why hackers want to
hack or attack a system. Early on, hackers attacked the systems as a means of boosting
their ego, but after a while, they were making money from these attacks. Hacking can

also be utilized as a protest tool, or a means of presenting a risk for socio-political issues.

2.4 Hacking Techniques

Hacking techniques have become more complex and sophisticated with
technological development. Barber (2001) states that “the tools and techniques employed
by hackers are extremely complex, utilizing a broad range of technologies. The number
of mechanisms for breaking into systems, whatever the objective, is on the increase with
new tools emerging continuously” (p.1). Some major hacking techniques used by cyber
attackers include: Social engineering; Denial of Service (DOS) Attacks; Ransomware;
Zero-day attacks; Phishing and other related variants.

Social engineering is one of the most widely used techniques used by cyber

attackers. McQuade (2006) defines social engineering as the act of manipulating people
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into performing actions. Cybercrimes are not always thought of in terms of purely
technical exploits (McQuade, 2009, p.168). People use social engineering to take
advantage of people in order to obtain valuable information by using their ability of
persuasion instead of technology alone. In other words, attackers obtain, or divulge
personal information from someone by using his or her psychological manipulation
ability. For instance, an attacker might use his social skills to obtain a government
official’s pet’s name, favorite book, or favorite historic person which are generally used
for resetting a password.

Kevin Mitnick, a formal cybercriminal and current security expert, explains how
social engineering is critical for cybercriminals in his book The Art of Deception. He adds
that people are the weakest link when it comes to security information. He confesses that
many of his exploits were based on social engineering (Mitnick, 2012). A cybercriminal
conducts research and collects intelligence on the target in order to discover security
weaknesses after identifying the people, facilities, or information systems to be attacked.
Then, the cybercriminal develops a rapport with the person who controls the targeted
system to manipulate him or her into committing one or more crimes (McQuade, 2009).

McQuade (2009) started by citing Donn Parker, a computer security expert, who
said that “effective social engineering techniques involve one or more of the following:

. Using appropriate, often official-sounding jargon, such as that used by a
specific company or agency.
. Mentioning, or ‘‘name dropping,”’ persons in authority in such a way as to

imply relationships with that party.
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. Reading online bulletin boards and the like as a means of gathering
intelligence on a victim or victims.
. Reading initial log on screens to learn basic contact information, such as help

desk numbers.

. Mixing lies and truths to make requests seem more plausible.

. Exaggerating or minimizing the importance of receiving certain information.

. Asserting authority, ‘‘pulling rank,”” or pretending to be someone in authority.
. Using intimidation and threats to manipulate subjects.

. Using praise, sympathy, and flattery to manipulate subjects.

. Repeatedly causing false alarms in order to get a subject to disable security

safe guards™ (p.169).

DoS and Distributed Denial of Service (DDoS) attacks are other common cyber
attack techniques. According to the United States Computer Emergency Readiness Team
(US-CERT) (2009), a DosS attack is a technique which prevents legitimate users from
accessing information or services, whereas a DDoS attack is a technique which is used
for controlling many computers in the same time to attack another computer system. A
DoS attack may be able to prevent someone from accessing email, database systems,
human resources systems, websites, and other services that rely on affected computer. A
DDosS attack may be able to make the system non-functional for a certain period of time
by sending a huge amount of data to a computer system. The attack is "distributed"

because the attacker is using multiple computers that are hacked by the attacker, called
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zombies, to launch the DoS attack. Cyber attackers generally see these two techniques as
a protesting tool and use them for hacktivism.

Ransomware is a harmful software that prevents organizations and users from
accessing their computers or data, until the owner agrees to pay a ransom. In other words,
it locks the computer or files, notifies the user of its presence, and requests payment
(Mehmood, 2016). Ransomware is a relatively new technique for cyber attacks.
Symantec (2016) first reported this type of attack in 2010 and blocked 100 million tech-
support scams in the year 2015 alone. According to Lorhmann (2017), the number of
ransomware attacks has grown by at least 50% in 2016. Even though the technique would
seem to rely more on presumably more well-resourced private companies, Lorhmann
says that private companies are less likely to pay the ransom. That is why cybercriminals
have now begun to change their tactics and target government agencies. For instance,
Jack Danhy, the former director of advanced security for IBM and a frequent writer and
speaker on security and security issues, answers Lorhmann’s question, “What are some of
the biggest ransomware incidents that you have seen affecting governments?” by giving
examples of ransomware attacks on government organizations. He says:

In the Bingham County, Idaho, example, the attackers didn't rely on a traditional

phishing attack or malicious link; they actively infected the system using brute

force attack to gain access, then deployed a rapidly spreading version of

ransomware that corrupted multiple systems, forcing the county to pay ransom on
the few that could not be recovered (para.13).

He adds:
Looking at their impacts, we have seen several that have actually shut down

government services, like the example in Bingham County, another in Licking
County, Ohio, and multiple events against police departments in places like
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Texas, Massachusetts, and even Washington, D.C. About a year ago, Department
of Homeland Security (DHS) described the seriousness of this issue for the
federal government in their response to a Senate request for information on
ransomware's impacts (para.15).

Based on the given examples and predictions by security experts, it can be said that
ransomware attacks have been affecting government organizations, and ransomware
attacks will remain a very significant threat for government organizations in the future.
Phishing (pronounced the same as “fishing”) is another common technique used
by cyber attackers, and is also a variation of social engineering. McQuade (2009) states
that “phishing is a type of social engineering that cybercriminals use when attempting to
deceive potential victims into revealing private information about themselves or their
computer accounts, such as usernames, passwords, and financial or bank account
numbers” (p.139). These types of cyber attackers typically use e-mail to acquire
information from the recipient. For instance, a cyber attacker could send an e-mail to all
the employees of a government agency asking employees to renew their e-mail
passwords by sending a “fake” e-mail which may appear similar to the original password
renewing link. If the employees are not educated enough to understand whether the e-
mail and the link are fake or not, they could try to log into the fake system. After they
type in their current password, it automatically sends that information to the attacker.

Phishing is also used for identify theft.
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2.5 How big is the cybersecurity problem?

Cybersecurity has become of the most significant challenges facing the world.
Refsdal, Solhaug, and Stalen (2015) state that “cybersecurity is the protection of cyber-
systems against cyber-threats”. It is one of the most significant issues facing the nation
today because we are living in the age of technology and this is an increasingly-
networked world. According to Bucci, Rosenzweig, and Inserra (2013), cybersecurity
threats damage society’s critical infrastructure, limit the freedoms that Americans
exercise online, and stifle the economic vitality of U.S. business.

Ponemon Institute conducted a study called 2016 Cost of Cyber Crime Study &
the Risk of Business Innovation in order to quantify the annual cost of cybercrime. The
study is based upon a representative sample of 237 private organizations operating in six
different countries. This study show the economic impact of cyber attacks and observes
associated cost trends over time. According to the study, in 2016, US organizations have
the highest average cost associated with cybercrime attacks, which is $17,360,000 per

organization.
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Figure 2.2: Avarage cost of cybercrime per company in the United States (adapted from
Ponemon Institute, 2016, p.4).

Figure 2.2 presents the estimated average cost of cybercrime for companies
operating in the US over a four year period. The figure illustrates that the average
cybercrime costs to individual companies in the United States have increased from

$11,560,000 in fiscal year 2013 to $17,360,000 in fiscal year 2016, an increase of 50.2%.
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Figure 2.3: Global cost statistics of cybercrime (Ponemon Institute, 2016, p.5)

As shown in Figure 2.3, the total global annualized cost of cybercrime in 2016
ranges from a low of $270,107 to a high of $73,750,667 per company. The median
annualized cost of cybercrime in the benchmark sample is $6.7 million—a slight increase
from $5.5 million in 2015. The mean value is $9.5 million. An increase from 2015’s
mean of $7.7 million.

The data from figures 2.2 and 2.3 demonstrate that average cost of cybercrime per
company in the U.S. ($17,360,000) is significantly higher than the global average cost

per company ($9,592,045).
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Cybersecurity Ventures, a firm that provides research and reports on cybercrime
costs, conducted an inquiry into the cybersecurity market size. The study shows that
cybersecurity market size, which consists of spending forecasts, cybersecurity jobs, and
global annual cybercrime costs, will grow from $3 trillion in 2015 to $6 trillion annually
by 2021 (Morgan, 2016).

The research noted above clearly shows that the economic cost of cybercrime has
been significantly increasing, and that the U.S. has the highest average cost of cybercrime
per organization. One example of such an attack was targeted at OPM. OPM discovered
two separate but related cybersecurity incidents that have impacted the data of the federal
government employees, contractors, and others. According to OPM (2015):

Earlier in 2015, OPM discovered that the personnel data of 4.2 million current

and former Federal government employees had been stolen. This means

information such as full name, birth date, home address and Social Security

Numbers (SSNs) were affected. In addition, in June 2015, Office of Personal

management (OPM) discovered that the background investigation records of

current, former, and prospective Federal employees and contractors had been
stolen. OPM and the interagency incident response team have concluded with
high confidence that sensitive information, including the Social Security Numbers
of 21.5 million individuals, was stolen from the background investigation
databases. This includes 19.7 million individuals that applied for a background
investigation, and 1.8 million non-applicants, primarily spouses or co-habitants of
applicants. Some records also include findings from interviews conducted by
background investigators and approximately 5.6 million include fingerprints.

Usernames and passwords that background investigation applicants used to fill
out their background investigation forms were also stolen (para 1-3).

Not only do cyber attacks have grave economic costs associated with them, but
they also negatively affect the effectiveness and quality of governmental decisions. The
US federal government urges the implementation of three principles for a state

government: transparency, participation, and collaboration. According to the White
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House (2009), “public engagement enhances the Government’s effectiveness and
improves the quality of its decisions” (para. 8). Participation encourages public
engagement by increasing opportunities for the public to be involved in policy making
and to provide the government with the collective knowledge, ideas, and expertise of the
population (Chun et al, 2010).

Trust in government is perhaps the most important variable for increased
participation. Hacking public-sector information diminishes citizens’ trust in
organizations (Deloitte, 2016). The government has to protect the cyberspace and take
precautions to increase its effectiveness and improve the quality of its decisions.

A highly safe cyberspace is critical for high-ranking government officials,
government employees, and citizens and private companies. The U.S. federal government
has outlined guidelines for precautions and protections concerning cybersecurity issues.
For instance, President Obama (2015) stated at the White House Summit on
Cybersecurity and Consumer Protection, “We have to build stronger defenses and disrupt
more attacks. We have to make cyberspace safer. We have to improve cooperation across
the board...not just here in America, but internationally” (para.36). In 2015, the federal
government developed new policies and capabilities to identify, defend against, and
counter malicious cyber actors such as

. the President directed the formation of the Cyber Threat Intelligence

Integration Center (CTIIC),
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. the Secretary of Defense released the new Department of Defense Cyber
Strategy to guide the development of the U.S. military’s cyber forces and
strengthen the United States’ cyber deterrence posture,

. the President issued Executive Order 13694 (Blocking the Property of

Certain Persons Engaging in Significant Malicious Cyber-Enabled Activities),

. and the President sent to Congress a new cybersecurity legislative

proposal that included modernization of law enforcement tools to fight

cybercrime.

In addition, according to the Cybersecurity National Action Plan (2016), released
by White House, Office of the Press Secretary, the federal government plans to “invest
over $19 billion for cybersecurity as part of the President’s Fiscal Year (FY) 2017
Budget. This represents a more than 35% increase from FY 2016 in overall Federal
resources for cybersecurity” (p.10).

Moreover, in 2013, the White House released Presidential Policy Directive 21
(PPD-21) on Critical Infrastructure Security and Resilience; this directive identifies 16
critical infrastructure sectors that are vital to the United States. Their incapacitation or
destruction would have a debilitating effect on security, national economic security,
national public health or safety, or any combination thereof. The 16 critical infrastructure
sectors identified in PPD-21 are: Chemical; Commercial facilities; Communication;
Critical manufacturing; Dams; Defense Industrial Base; Emergency Services; Energy;

Financial Services; Food and Agriculture; Government Facilities, Healthcare and Public
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Health, Information Technology; Nuclear Reactors, Materials, and Waste; Transportation
Systems; and Water and Wastewater Systems (The White House, 2013).

Even though the federal government has made it clear that cybersecurity is one of
the most important challenges facing the nation, and taken some precautions, it is not
enough to protect its citizens and critical infrastructure because these attacks are getting
more localized, sophisticated, and individualistic. Precautions taken by the federal
government could be very general in some cases, such as the protection of local
infrastructure. However, state and local governments have increasingly noticed that they
are the new targets of cyber attacks. In recent years, they have had to contend with
increasing numbers and sophistication of cyber attacks. According to a study by the
Center for Digital Government (2014), government agencies have lost more than 94
million citizens’ records from 2009 to 2013, with each lost record representing a cost of
$194. These attacks were directly targeted at state and local governments.

Of particular concern is that all U.S. elections are run by state and local
governments. Across these many governments, elections use different types of voting
equipment, with some making use of electronic devices and others using paper ballots to
record votes. Whether the actual mechanism of voting is electronic or not, all state and
local governments have a voter database which contains voter information. These
electronic databases and electronic voting devices are significant targets for cyber
attackers.

While cybersecurity activity garnered significant attention during the 2016

election, the largest cyber attack on a state agency in America’s history happened to the
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Revenue Department of South Carolina in 2012. It resulted in the theft of 3.8 million
SSN and 387,000 credit and debit card numbers. In addition, the information of 1.9
million dependents and 700,000 businesses was stolen (Brown, 2012). Two days after
this major data breach was recognized, the state of South Carolina signed a $12 million
contract to work with an information services company to provide a year of credit
monitoring and call center support for taxpayers.

Moreover, in March 2012, the hackers broke into a Utah Department of
Technology Services computer server that stores Medicaid and CHIP claims data. There
were 780,000 people whose SSNs, names, dates of birth, addresses, diagnosis codes,
national provider identification numbers, provider taxpayer identification numbers, and
medical billing codes were stolen by the hackers (Utah Department of Health, 2012).

In November 2016, international hackers called Cryptom27 hacked the
transportation system of San Francisco. The hackers left a brief message on Muni
ticketing systems: “You Hacked, ALL Data Encrypted.” However, they let passengers
allow to get free rides rather than shutting down the network. The hackers left an e-mail
address in their note. When the authorities contacted them, they said that all payment
kiosks, internal automation systems and emails were compromised. They threatened to
leak 30GB of the Municipal Transportation Agency's databases and documents, including
employees' and customers’ contracts if the organization didn't accept to pay 100 Bitcoin,
worth roughly $73,000 (Fox-Brewster, 2016). The authorities said they refused to pay the
hackers. They eventually fixed the system by using their backup data. After two days,

everything was back to normal. However, why the hackers have not leaked the data since
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the agency did not make a payment is still debated. These examples show that cyber
attacks are getting more sophisticated and targeting state and local government agencies.

NASCIO has conducted a survey of state chief information officers (CIOs) to
identify and prioritize the top ten policy and technology issues facing state governments
since 2006. According to Lipman (2015), state and local governments are under
tremendous pressure to secure critical data, infrastructure and services while the federal
government works on big-picture solutions. In fact, state CIOs have ranked cybersecurity
as their top priority since 2014, one year after PPD-21 was released.

Companies, governments, and social media tools we are using know all about our
private lives once we disclose important, personal information which is a significant
target for cyber attackers. For example, if a person wants to insure their car, they have to
give their names, birth dates, social security numbers, income status, health status and
many other details to an insurance company. Hence, companies and governments have
large databases of sensitive personal information. This data is not only significant to
every citizen, but also it is very valuable to companies in the advertising sector.

According to the 2014 Deloitte-NASCIO Cybersecurity Study, “within just the
past few years, a number of high-profile attacks on states have resulted in loss of
Personally Identifiable Information (P11) of millions of citizens, including SSNs, payment
card records, dates of birth, driver’s license numbers, and tax data”. In addition,
according to Levinson (2012), “Personal information is the currency of the underground
economy” (para.6). In other words, hackers can sell it to a variety of buyers, including

identity thieves, organized crime rings, spammers and botnet operators. The data that are

28



sold by hackers are getting bigger and more public every day. Hackers are charging
reduced prices for Pl such as names, addresses, and social security numbers because of
an "oversupply...from numerous data breaches” (Kharpal, 2015, p.4).

According to Abelson and Goldstein (2015), the personal information of tens of
millions of Anthem’s (one of the nation’s largest health insurance companies) customers
and employees, including its chief executive, was stolen by hackers. This data is being
sold on the dark web. This sensitive personal information is not only used for making
profits, but also to do other things such as serving time in jail with your identity or filing
tax returns under your identity.

For all the reasons mentioned above, cybersecurity has become a serious issue
that needs to be addressed at the state level as well. The precautions taken by the federal
government are not sufficient by themselves, as the attacks continue to pose threats to the
U.S. citizens’ daily lives. Therefore, state governments should improve their cyber
defenses.

In the following chapter, | will discuss the barriers to addressing cybersecurity
challenges in the state and local governments based on scholarly and professional
literature, with particular attention paid to comprehensive research summarized in the

2016 Deloitte-NASCIO Cybersecurity Study.
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Chapter 3

BARRIERS IN ADDRESSING CYBERSECURITY CHALLENGES

In this chapter, I discuss the top barriers to addressing cybersecurity challenges
for state and local governments based on a comprehensive research report, the 2016
Deloitte-NASCIO Cybersecurity Study, done by Deloitte, and another research report
entitled, Cybersecurity Challenges to American State and Local Governments!. State and
local government strategies for protecting cyberspace are different from those of the
federal government. While the federal government focuses on big-picture solutions to
cybersecurity challenges, state and local government organizations are under pressure to
protect critical data, infrastructure, and services. | will focus on the obstacles that local
and state governments face in addressing cybersecurity challenges. After discussing these
two research papers, | will explain the importance of each barrier.

According to the 2016 Deloitte-NASCIO Cybersecurity Study, a survey answered
by 98 state business and elected officials, there are 5 major barriers in addressing
cybersecurity challenges:

e Lack of sufficient funding.

1 Cybersecurity Challenges to American State and Local Governments is a research done
by Donald Norris, Anupam Joshi, and Timothy Finin from University of Maryland.
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Inadequate availability of cybersecurity professionals.
Lack of documented processes.
Increasing sophistication of threats.

Lack of visibility and influence within the enterprise.

As Figure 3.1 shows, according to the survey data, lack of sufficient funding (80%),

inadequate availability of cybersecurity professionals (51%), lack of documented

processes (45%), increasing sophistication of threats (45%), and lack of visibility and

influence within the enterprise (33%) put state governments at risk. Those barriers are the

major sources of cybersecurity problems facing state and local governments.

80% [
5: Lack of visibility and influence within
the enterprise

1: Lack of sufficient funding

2: Inadequate availability of cybersecurity
professionals

3: Lack of documented processes

4: Increasing sophistication of threats

Figure 3.1: Five major barriers in addressing cybersecurity challenges (Deloitte, 2016,

p7).
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In addition to the 2016 Deloitte-NASCIO Cybersecurity study, there is a research
project called Cybersecurity Challenges to American State and Local Governments done
by Donald Norris, Anupam Joshi, and Timothy Finin from University of Maryland. They
conducted a focus group in late 2013 that include IT and cybersecurity professionals from
the state governments and several local governments in the state of Maryland. According
to their research, there are 3 major barriers that state and local governments face in the
area of cybersecurity:

e Insufficient funding and staff.
e Governance and federation.
e Insufficient or under-enforced cybersecurity policies.
Based on those two reports, | will discuss the most important barriers that state

and local governments face in more depth below.

3.1 Lack of Sufficient Funding

Insufficient funding to combat cybersecurity issues is not a new concern for state
and local governments. Dan Lohrmann (2017c), former chief information security officer
(CISO) of the state of Michigan from 2002 to 2009, states that funding was always a
problem in his days as the CISO. He said that it is very important to know how you spend
the funding you have because the budget is limited.

According to 2016 Deloitte-NASCIO Cybersecurity Study (2016), 80 percent of
state CIO’s surveyed indicated a lack of sufficient funding as their number one challenge

in cybersecurity. Moreover, Greg Garcia (2016), the executive vice president at Signal
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Group DC, states that most states budget between 0-2 percent of their overall budget for
cybersecurity matters, compared with an average of more than 10 percent in large
companies. For example, according to Mark Raymond, the state of Connecticut’s CIO,
only about 1 percent of the state’s IT budget goes to cybersecurity (Bergal, 2017). Garcia
(2016) adds, according to one DHS tally, only 30 states and 2 tribal territories spent a
total of $27.3 million on cybersecurity with homeland security grants over a four-year
period from 2011-2014.

Even large companies that spend approximately 10% of their overall budget on
cybersecurity have been successfully hacked. Most of the state and local government
agencies have technology older and less secure than those prominent enterprises.
Furthermore, those agencies spend less than 2 percent of their budget on protecting
themselves and remediating cybersecurity attacks. Those government organizations are
faced with just as many security challenges as private companies. For this reason, it is
alarmingly clear that state and local agencies’ cybersecurity efforts are woefully
underfunded (Lipman, 2015).

State and local governments have been let down by the security industry.
Cybersecurity has become too complex for state and local government agencies. As
Lipman (2015) mentions, “multiple products from multiple vendors don’t readily
integrate and require prohibitively expensive installation and ongoing management.”
(para. 10). Because the field of technology and security is very dynamic. Every single

exploit or security hole requires a new update, which requires updated technology and
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more money. A typical state or local government agency doesn’t have the budget to

effectively deploy and maintain all the required components to protect itself sufficiently.

3.2 Inadequate Availability of Cybersecurity Professionals

In addition to budgetary concerns, state and local government organizations face a
severe shortage of cybersecurity personnel. Two out of three states admit that their IT
initiatives are hindered by a lack of qualified candidates. Furthermore, 85% of states
cannot fill available IT positions. In addition, nearly 92% of states acknowledge that this
shortage results from low salary rates and pay grade structures. It is very hard for a state
or local government agency to compete with a private company in terms of IT
professionals’ salary. For instance, state officials in Michigan report that their cyber
salaries run about 20% below market rate. Private sector firms can offer salaries that are
$25,000 higher than those paid by state governments. Cybersecurity experts are
commanding top dollar, typically $120,000 and up, in the private sector. (NASCIO,
2015; Stone, 2014).

According to 2016 Deloitte-NASCIO Cybersecurity Study (2016), 51% of state
CIO’s surveyed in the research indicated that there was an inadequate availability of
cybersecurity professionals. As previously mentioned, there is a shortage of cybersecurity
professionals, and by 2019 that gap will grow to reach 1.5 million (Morgan, 2015). The
shortfall will have a direct impact on state and local governments. The size of the
shortage of cybersecurity professionals is roughly proportional to the cyber attacks and

data breaches because state and local governments spend more money to hire IT
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professionals when they face cybersecurity problems, rather than preemptively. As a

result, lack of cybersecurity professionals is one of the most critical cybersecurity risks.

3.3 Increasing Sophistication of Cyber Threats

As discussed in Chapter 2, cyber attacks have become more sophisticated and
they are targeting state and local government agencies. Those attacks are getting more
sophisticated because the tools and techniques employed by hackers are extremely
complex and utilize a broad range of technologies.

According to Senator Gary Peters (2017), a member of the Homeland Security
and Governmental Affairs Committee, “our nation is facing an ever-growing threat from
increasingly sophisticated cyber attacks, and we are only as strong as our weakest link.”
(para.2). He also thinks that “state and local governments face unique cybersecurity
threats that can endanger critical infrastructure, as well as residents’ sensitive personal
and financial data.” (para.2). Moreover, according to the 2016 Deloitte-NASCIO
Cybersecurity Study (2016), 45% percent of state CIO’s surveyed in the research
indicated they believed that there was an increasing sophistication of cyber threats.

Cyber attacks are not only getting philosophically sophisticated such as
improvements in social engineering techniques, discussed in Chapter 2, but also
becoming more technically sophisticated and harder to detect. Rob Kraus, the director of
security research and strategy at NTT Security says that “...the intensity and
sophistication of these attacks are on the rise. Hackers are shifting their strategy from

widespread attacks to a more focused effort to compromise specific targets they can
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leverage, opening the door for more malicious and potentially lucrative actions.”
(NTTSecurity, 2017, Para. 2).

As a result, changes and improvements in technology, such as the growth in web
applications and compliance requirements, have added on to the complexities that state
and local governments face. Cybersecurity is more than just safeguarding your network

as it also requires securing data and users.

3.4 The Challenge of Governance

One of the most important barriers to addressing cybersecurity challenges in the
state and local governments is the issue of governance. All state governments consist of
three branches: executive, legislative, and judicial. These three branches are mostly
separate, even though there are some exceptions such as county governments. By the
nature of the organizational structure of state governments, comprehensive IT
departments are located in the executive branch. This organizational structure causes
some governance problems in terms of implementing cybersecurity policies.

According to Norris et al. (2015), there are four reasons for the governance
problem in the sense of cybersecurity. First, state and local governments are federated
among executive, legislative, and judicial branches. IT departments do not have authority
over the legislative and judicial branches because they are generally located in the
executive branch. Second, there are some departments or units such as police departments
that have “special protection” and remain outside of the purview of IT departments. IT

professionals are not allowed to access to the classified information protected by those
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special departments. Although it is crucial for these departments to not leak the classified
information, it disables the cybersecurity professionals to supervise these specially
protected departments. Third, differences among departments within the executive branch
causes an issue to enforce a cybersecurity policy among different departments that are
vastly different depending upon what their leadership thinks is important to them. Lastly,
some state governments have too many networks that are connected to each other.
Managing these networks simultaneously can be a governance barriers for state

governments.

3.5 Insufficient or Under-Enforced Cybersecurity Policies

As is discussed in Chapter 2, one of the top cybersecurity vulnerabilities of state
and local government law enforcement organizations is human behavior. Many IT
systems are vulnerable to an insider. As we explained in the previous chapter, there are
two types of insiders: accidental insiders, and purposeful insiders. On the one hand,
accidental insiders are people who make an unintentional misstep or a part of social
engineering scheme. On the other hand, purposeful insiders are people who intentionally
target an organization while working as an employee. It is very hard to detect those
purposeful insiders and protect the organization from inside attacks. However,
organizations can be secured from accidental insiders in different ways. Norris et al.
(2015) note that state and local government agencies combat those problems in two
different ways: (1) training their workforce on cybersecurity best practices and (2)

defining cybersecurity policies and implementing procedures to enforce them.
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The problem is that many of the state and local government agencies do not
enforce their cybersecurity policies. For instance, it not efficient to have a cybersecurity
training policy if it is not mandatory. Norris at al. (2015) states that “a common example
is not enforcing rules that require user to get cybersecurity training” (p. 200). The lack of
sufficient cybersecurity policies and their enforcement can also be seen in requiring data
breach notifications and to establish clear courses of action for companies and state
agencies to follow in the event of a data breach, including reporting any such breach to
the state’s IT Department or the state’s police department.

To investigate cybercrimes, fraud, IP theft, privacy breach, and other cyber
activities, state and local government agencies that have had a data breach or any
cybercrime need to collaborate with IT departments and report that the cybercrime has
occurred. However, due to the absence of a mandatory clause to cooperate with IT
officials and report incidents, the collaboration to detect cybercrimes and protect the
organization from future attacks can fail. Sufficient cybersecurity policies should include
a clear course of action in the event of a cybersecurity breach and require companies and
state agencies to notify the state’s IT Department and the state’s police department if a
data breach has occurred.

These major barriers in addressing cybersecurity challenges are present mostly
because cybersecurity is a relatively new problem that state and local governments have
not developed sufficient mechanisms or a framework to address. Although the history of
cybercrime goes back to 1970s, state and local governments were not expected to address

cybersecurity issues until the 2000s. As a consequence, state and local governmental
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cybersecurity capacity has only recently begun to develop. Some of these barriers
occurred because of structural and statutory problems such as the challenge of
governance, and insufficient or under-enforced cybersecurity policies. It is hard to
overcome those barriers without legal reform. The organizational structure sometimes
does not allow to take actions on cybersecurity problems. For instance, as | mentioned
above, IT departments do not have authority over the legislative and judicial branches
because they are generally located in the executive branch. The other barriers mentioned,
a lack of sufficient funding, inadequate availability of cybersecurity professionals, and
increasing sophistication of cyber threats, are managerial/administrative related. Those
kinds of barriers might be overcome with an efficient management strategy. For instance,
the challenge of increasing sophistication of cyber threats is related to management. It
could be overcome with a good management mandate such as making IT system updates
obligatory. Legal requirements are not needed to overcome those kinds of managerial
problems whereas structural problems need legal reforms to be solved.

The challenge of governance is the most important barrier in addressing
cybersecurity challenges in the state and local governments. Even if state and local
governments were able to reserve a large budget to fix cybersecurity issues, structural
challenges would prevent effective and successful strategies. For this reason, there should
be legal reform to give IT departments’ authority over all state and local governments’
branches for the enforcement of cybersecurity best practices. If structural and statutory
challenges could be precluded, funding would be used more efficiently because it does

not matter how much you spend, it matters how you spend the fund on cybersecurity
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issues. State and local governments should overcome structural problems to use their
funds more efficiently and effectively.

In Chapter 4, | examine a case study of the State of Maryland to discuss their
barriers. | argue that the lack of sufficient funding, inadequate availability of
cybersecurity professionals, insufficient or under-enforced policies, and that their
governance issue are the most relevant barriers for the state to face in their attempts to

create a secure public cyberspace.
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Chapter 4

THE CASE OF MARYLAND

In this chapter, I will examine the state of Maryland as a case study to explain the
barriers that I discussed in Chapter 3. In order to provide empirical evidence for my
arguments, | use interviews conducted through focus groups, which include IT and
cybersecurity professionals from the state government and several local governments
throughout the state of Maryland. These interviews constitute secondary data which was
originally collected by three researchers? from the University of Maryland. In addition, |
use interviews published through online journals and local news for the state of

Maryland.

4.1 Case Justification

The state of Maryland has become a significant contributor nationally on
cybersecurity, and it is one of the trendsetters among states leading cybersecurity
strategies to protect its cyberspace (Spidalieri, 2015). Some of the premier cyber-related
federal agencies and military installations are located in Maryland. According to the

Federal Laboratory Consortium for Technology Transfer, there are 74 federal

2 Donald Norris, Anupam Jashi, and Timothy Finin.

41



laboratories, more than twice as many as any other state, in Maryland. In addition, it is
home to four highly relevant cyber resources: (1) the Defense Information System
Agency (DISA), (2) the National Security Agency (NSA), (3) United States Cyber
Command (USCYBERCOM), and (4) the National Institute of Standards and
Technology (NIST). Those agencies are critical in supporting national security. For
instance, the NSA is responsible for protecting U.S. national security information systems
and collecting and disseminating foreign intelligence signals.

Moreover, Maryland was the first state in the country to establish a commission
dedicated to cybersecurity, called the Maryland Commission on Cybersecurity Innovation
and Excellence. The commission’s purpose is to develop comprehensive, coordinated,
and rapid response strategies for proactively protecting the state against cyber attacks and
promoting cyber innovation and job creation. Furthermore, it was also the first state to
create a National Cybersecurity Center of Excellence (NCCoE) to help businesses secure
their digital infrastructure, and a Federally Funded Research and Development Center
(FFRDC) exclusively dedicated to enhancing cybersecurity and protecting national
information systems (Spidalieri, 2015).

Not only does Maryland present a great case study because it is the home to
several critical agencies for national security, but also because it is one of the foremost
practitioners applying the suggestions of NASCIO, NIST, and federal government to
their own state’s cybersecurity issues.

The state of Maryland has made significant investments to create incentives such

as the Cybersecurity Investment Incentive Tax Credit (CIITC) on cybersecurity issues.
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Even though it has significantly focused on addressing cybersecurity issues, it also has
experienced the challenges and barriers that | discussed in Chapter 3. In the following

section, | will analyze these challenges and barriers by looking at the case of Maryland.

4.2 Lack of Sufficient Funding and Cybersecurity Professionals in Maryland

There are many reasons why state and local governments cannot find or hire
qualified cybersecurity or IT staff, such as inadequate availability of cybersecurity
workforce, insufficient human resource departments, and lack of sufficient funding. First
and foremost, they cannot hire those uniquely skilled individuals because there is
insufficient funding for hiring qualified cybersecurity and IT employees. In other words,
insufficient funding and lack of cybersecurity professionals are related with each other.
For this reason, | would like to discuss these two barriers under the same section to
analyze the case of Maryland.

Without enough funding, it is not possible to provide the needed level of
cybersecurity protection and employ qualified IT and cybersecurity employees (Norris et
al., 2015, p.199). In addition, the lack of sufficient funding and staff are also the top two
barriers reported in the study of 2016 Deloitte-NASCIO Cybersecurity.

The lack of adequate budget and highly trained employees constitute important
barriers in addressing cybersecurity challenges in the state of Maryland. Although it is
one of the best examples and role models of state level cybersecurity management, it still
faces an inadequate budget and staffing capacities. The fact that these problems constitute

an important barrier in addressing cybersecurity challenges in the state of Maryland is
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supported by interviews with the IT and cybersecurity professionals from the state
government and several local governments in Maryland.
For instance, one participant noted:
...less than two percent of the overall budget. Less than two percent. Yet 100
percent of the people in [the county] are using IT. So, you know, you’re right, you
know, we don’t have the resources, we don’t have the manpower. [We]... try and

use our money the best way we can and...you’re right, sometimes things can be
solved with money (quoted from Norris et al., 2015, p.199).

Establishing and operating a secure server, hiring the best IT and cybersecurity
staff, and having an information technology system is not a cheap way to protect the
cyberspace for state and local governments that have limited budgets dedicated to
addressing cybersecurity challenges. For this reason, state and local governments have
tried to figure out alternative solutions to tackle cybersecurity problems. For example,
one county represented in the focus group reported that its programs and data were
already 90% running on cloud computing infrastructure. In other words, they outsource a
service to store and protect data. In this case, the cloud service providers are responsible
for securing the data and services. In addition, other professionals from different
government organizations in Maryland noted that “they are beginning to view
cybersecurity as a commodity or a service that they purchase on the market” (Norris et
al., 2015, p.199). Some of the participants noted that, in addition to potential cost savings,
outsourcing reduces staffing needs (Norris et al., 2015).

An adequate budget and trained staff are necessary conditions for an effective
cybersecurity management, but they are not sufficient by themselves. Because of the

sophistication of cyber threats, governments seem to face cyber threats even if they have
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enough budget and qualified staff. The state of Maryland is no exception. Because the
techniques of cyber attacks are very dynamic, the increasing sophistication of cyber

threats is a greater barrier, which I will discuss next.

4.3 Increasing Sophistication of Cyber Threats in Maryland

Increasingly sophisticated technology is allowing hackers to also develop
increasingly sophisticated strategies for extracting protected data. For instance, system
developers can create new codes that improve current systems; however, these new
improvements can also create new cyber vulnerabilities. Cyber attackers exploit these
vulnerabilities to find new security holes in the system. Even if an information system
looks secure today, eventually, cyber attackers will find deficiencies in the system
through new developments. The cyber attackers are always improving their strategies by
using updated technological developments.

The state of Maryland is also exposed to sophisticated cyber threats. As opposed
to the previous professionals that argued an adequate budget and qualified staff would
overcome the barriers in addressing cybersecurity challenges, others argue that those
precautions will not be sufficient because of the dynamic nature and increasing
sophistication of cyber threats. Norris et al. (2015) cites from the interviews that ““...even
with greater funding and more staff, their systems will continue to be attacked and will
probably, eventually, be a victim of a successful attack.” (p.199). For this reason, state
and local governments need to invest in responding to cybercrimes as well as investing in

updated and secure systems and qualified IT and cybersecurity professionals.
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4.4 The Challenge of Governance in Maryland

In the previous chapter, | discussed the four problems that stem from governance
in regards to cybersecurity. To summarize these problems: First, IT departments do not
have authority over the legislative and judicial branches because they are generally
located in the executive branch. Second, IT professionals are not allowed to access to the
classified information in all departments because some departments have special
protections. Third, differences among departments within the executive branch causes an
issue to enforce a cybersecurity policy. Last, there are multiple networks to manage. All
of those governance issues can be seen in the case of Maryland. In this section, | will
discuss these problems for the state of Maryland by using the interviews conducted by
Norris et al., which present a clear understanding of Maryland’s cybersecurity related
governance challenges.

One of the participants of the Cybersecurity Challenges to American State and
Local Governments stated, “I’ve got responsibility over all three branches of government.
However, I can’t legally enforce policy, due to the pesky constitution, over the legislative
and judicial branches. But I am responsible for their security.” (quoted from Norris et al.,
2015, p.200). Even though the participant, a cybersecurity professional in Maryland State
Government, does not have authority to enforce a policy over legislative and judicial
branches, he is responsible for protecting their cyberspace and systems.

Another participant told his opinion based on his experiences:

And well, even within the executive branch we’ve got 35 different departments,

each with varying levels of risk tolerance. So being able to enforce a policy on

department X versus department Y is vastly different depending upon what their
leadership thinks is important to them. And what their mission is. Recreation feels
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like they have to provide services for ball fields and for swimming pools, etc.,
etc., that’s what their mission is but then...you start thinking about the millions of
dollars that they get in credit card transactions every year and that then becomes a
big potential security risk. (quoted from Norris et al., 2015, p.200).

Based on the participant’s interview, it looks like it is not easy to enforce a cybersecurity
policy even when the departments are under the same government branch. In this case,
the executive branch has 35 different departments, each with different responsibilities.
Their management techniques, leaders, and level of risk tolerance are very different than
each other. As a result, differences among departments within the executive branch cause
an issue with enforcing cybersecurity policy.

Another governance issue, mentioned by an IT professional from Maryland, is an
example of the managing multiple networks issue. This participant noted that “there are
eleven, | stopped counting at eleven, different data networks...over the years, well-
meaning people patched weird connections to them that we may or may not understand
and we’re trying to untangle that...” (quoted from Norris et al., 2015, p.200).

The governance issue is a structural barrier that creates difficulties in the policy
making process. The barrier of insufficient or under-enforced cybersecurity policies is an
administrative problem that can hinder implementation of effective cybersecurity

policies. In the next section, I will discuss this barrier.

4.5 Insufficient or Under-Enforced Cybersecurity Policies in Maryland
It is not enough to just have cybersecurity policies to block cyber attacks. These

policies should be effective and feasible to implement. However, it is not easy to create a
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completely effective and feasible cybersecurity policy that fits into every state and local
government because each agency has different management methods and responsibilities.
Nevertheless, each state and local government needs to fulfill common requirements at a
very basic level, which can be more general. For instance, collaboration among IT
departments and law enforcement agencies are very crucial for feasible cybersecurity
policies. In addition, mandatory training is the other critical precondition of the effective
cybersecurity policy implementation.

In the case of Maryland, there are clear deficiencies in terms of creating sufficient
and effective cybersecurity policies. As we discussed in Chapter 2, one of the greatest
contributors to vulnerabilities of state and local government agencies is human behavior.
State and local governments try to protect themselves from cyber attacks that are related
to human behavior by training their workforce. However, this training is not always
mandatory for agencies. Norris et al. (2015) argue that “a common example is not
enforcing rules that require users to get cybersecurity training.” (p.200). IT and
cybersecurity professionals from Maryland agree. They ask for a mandatory training class
because they think it is the only way to effectively implement cybersecurity policies and
protect cyber safety. “Well, as far as security awareness is concerned, our struggle it
getting it to be mandatory” (quoted from Norris et al., 2015, p.200). Another
cybersecurity professional shared that in his county they managed to make the training
mandatory with the support of the executive branch. “The county executive backed it up.

People had to come to training centers.” (quoted from Norris et al., 2015, p.200).
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The barriers of insufficient and under-enforced cybersecurity policies are very
significant administrative issues in addressing cybersecurity challenges. Without feasible
cybersecurity policies and effective implementation of them, it will not be possible to
fully address cybersecurity challenges and combat cyber attacks.

In Chapter 5, based on the literature and research presented in previous chapters, |
will discuss what types of strategies state and local governments should use to prevent

and overcome the barriers explained in Chapter 3.
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Chapter 5

POLICY RECOMMENDATIONS

As discussed in previous chapters, while the federal government focuses on big-
picture solutions to cybersecurity challenges, state and local government organizations
are under pressure to protect critical data, infrastructure, and services. | discussed the
obstacles that local and state governments face in addressing cybersecurity challenges.
Simply being aware of those barriers is not enough to protect the cyberspace. For this
reason, state and local governments should take some precautions towards providing
better cybersecurity because cybercrimes cause loss in the economy, threaten sensitive
personal information, and hinder online freedom. There are three main ways to reduce
cyber attacks on the local level:

e Building partnerships with the larger security community and outsourcing

security needs

o Creating a cybersecurity strategic plan

e Creating more law enforcement

5.1 Building Partnerships and Outsourcing Security Needs
Outsourcing is a practice used by different organizations to reduce costs and

organizational risks by transferring portions of services to outside suppliers rather than

50



running them internally. Even though it is mostly used in the private sector, government
organizations have been outsourcing services since the 1970s, New Public
Administration traces. Building partnerships with the larger security community and
outsourcing security needs provide two significant benefits to state and local
governments: providing a talented workforce and reducing costs.

Organizations need skilled professionals to setup and run their cybersecurity
systems. Private sector opportunities and salaries are undeniably better than those offered
by state governments. Deloitte and NASCIO (2014) state that outsourcing is one way to
compensate for talent gaps. They add that “the most frequently outsourced functions
include forensic and legal support, risk assessment, and threat management and
monitoring” (p.20). In addition, building partnerships with the larger security community
creates a standardized security protocol which provides a more secure cyberspace. In
other words, using similar firewalls, programming languages, and data logging
techniques helps create a safer and unified cyberspace. Lastly, Brasso (2016) suggests
that “government organizations, with partial funding from the private sector, could offer
professional training and experience to recent graduates. After several years, these
experienced workers could transition to a sponsoring company if they so desire”
(para.13). Through this strategy state and local governments could take advantage of a
highly qualified workforce.

The sophisticated and dynamic nature of cyber threats demands that state and
local governments develop and participate in public-private partnerships focused on

sharing information about threat characteristics, response options, and workforce needs.
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For example, fusion centers can provide a good opportunity for state and local
governments to access cybersecurity expertise that is only attainable through cost-sharing
arrangements across public and private sector organizations. According to DHS (2016b),
"a fusion center is a collaborative effort of two or more agencies that provide resources,
expertise and information to the center with the goal of maximizing their ability to detect,
prevent, investigate, and respond to criminal and terrorist activity” (para.1). According to
National Governors Association (2015) “they are owned and operated by state and local
governments and serve as focal points for state, local, federal, tribal, and territorial
partners to receive, analyze, and share threat-related information” (p.1). Involvement
from multiple sectors and industries promotes more robust information-sharing efforts

that promise to yield an understanding of threats that is not possible without a
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Figure 5.1: Leading Outsourcing Cybersecurity Functions (Deloitte, 2014, p.20)
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Additional outsourcing targets include system setup, as it is extremely expensive
to setup security systems that need to be updated almost every 6 months. It does not
always make sense to setup and run them internally because they are expensive and short-
term investments. State and local governments cannot easily update those systems even if
they set them up because they have a restricted budget in addressing cybersecurity
challenges. They can often reduce expenses by outsourcing these systems.

In 2015, Ponemon Institute published a research report named State of
Cybersecurity in Local, State & Federal Government. 443 federal government
respondents and 402 state and local government respondents participated in the survey.
According to the report, as shown in Figure 5.2, “a lack of skilled personnel is a
challenge at the local, state and federal organizations. However, the challenge is more

severe at the state and local level (62 percent say this is a major challenge)” (p.8).
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Figure 5.2: What are the main challenges to achieving a strong cybersecurity posture
within your organization? (Ponemon Institute, 2015, p.8).

Consequently, if state and local governments build partnerships and outsource
security needs, this helps to reduce costs, secure their own networks, and create a safe

place for businesses.

5.2 State Cybersecurity Strategic Plan and Chief Security Officer

A state cybersecurity plan establishes states’ visions, principles, goals, and
objectives about cybersecurity precaution steps.

Melissa Hathaway, an expert in cyberspace policy and cybersecurity, states that
an effective cybersecurity strategic plan includes:

Specific cyber threats to the state and necessary steps, programs, and initiatives

that should be undertaken to address identified cyber threats and increase

resilience; competent authority—the responsible and accountable entity—that
ensures the implementation and execution of the plan, and the adoption of well-
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established standards and policies; annual threat assessment to government
agencies and critical infrastructure networks; adoption of well- known
benchmarks, standards, and policies developed by nationally respected groups
like National Institute of Standards and Technology (NIST); and a strong linkage
to the economic health of the state (quoted from Spidalieri, 2015, p.7).

Well prepared state cybersecurity plans are route maps for state and local
governments because they outline every necessary step to be taken. It should be reviewed
or updated every year because technological changes are very dynamic. In addition,
creating a position for the Chief Security Officer will be helpful for coordination among
departments of state and local governments. It is a position that brings together both
physical security and cybersecurity functions under a single division. The Chief Security
Officer should create a state cybersecurity strategic plan that explains many important
steps such as competent authority, regular threat assessment, NIST framework, and cyber
hygiene. A state-wide cybersecurity plan creates coordinated cybersecurity strategies to
help minimize cyber attacks and create effective administrative positions like the chief
security officer.

The state of Maryland lacks a position for Chief Security Officer in the
government. However, it has a chief information officer, who has a more general agenda
that includes other technological development issues. The state of Maryland lacks a
publicly accessible cybersecurity strategic plan. Instead, it has several reports on
cybersecurity that aim more at commercial attention than the government’s strategies on
protecting its cyberspace. As Maryland CIO David Garcia explained, “the state is

working to solidify an enterprise model statewide. DolT is working to modernize and
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provide a baseline model across Maryland executive branch agencies and become the
one-stop for all the commodity IT services” (quoted from Spidalieri, 2015, p.14).

The reports provided by the Department of Information Technology (DolT) are
still important as they inform the citizens of Maryland about the state’s cybersecurity
policies. Moreover, the reports aim to make Maryland an attraction center for the private
companies and federal government agencies by ensuring them the cyberspace in
Maryland is reliable. For instance, Mark Orndorff, the DISA program Executive Officer
for Mission Assurance and Network Operations, stated that “We moved up to Fort Meade
for a reason, to take advantage of the neighborhood” (quoted from The Maryland
Department of Commerce, 2017, p.5).

Nevertheless, it is necessary for the state of Maryland to develop a cybersecurity
strategic plan. The Maryland Commission on Cybersecurity Innovation and Excellence,
agrees that there needs to be more guidance for the state agencies in addressing
cybersecurity challenges: “DolT did not have a formal process in place to enforce the
provisions of its information security policy” and that it should “improve guidance to
help agencies address certain security issues” (quoted from Spidalieri, 2015, p.15).

All in all, a cybersecurity strategic plan is crucial for state governments to clarify
their cybersecurity vision, principles, goals, objectives, capabilities, and capacity about
cybersecurity precaution steps. Knowing their capacity is crucial because all state and
local governments have different needs in terms of cybersecurity since their capacities are
very different from each other. For example, a state government with a complex

organizational structure and many employees has different needs from a small local
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government. For this reason, their capacities and capabilities should be clarified in the
cybersecurity strategic plan. Therefore, creating a Chief Security Officer position that
brings together both physical security and cybersecurity functions under a single division

and outlining procedures for rapid response can address state cyber threats.

5.3 Law Enforcement
Any state or local government policy should be binding and enforced to fully
address cybersecurity challenges as well as combat cyber attacks. According to Spidalieri
(2015), law enforcement is:
Commitment to protect residents against cybercrime through laws, such as data
breach notification law, and other regulatory governance mechanisms; established
relationship with law enforcement officials to interdict and investigate events of
fraud, crime, IP theft, privacy breach, and other cyber activities; state’s ability to
fight cybercrime, including training of law enforcement specialists, forensics

specialists, judges, and legislators, and state law enforcement’s ability to use tools
at their disposal to combat cybercrime (pp.7-8).

State and local governments should demonstrate a strong commitment to protect
its residents against cybercrimes, such as network intrusions, computer hacking,
counterfeiting and piracy, theft of personal information, and telecommunications fraud.
Not all the regulations and precautions are effective without a legal infrastructure. In
other words, state and local government agencies should be backed with federal
government laws and regulations. For instance, government agencies organize some
trainings to increase its employees’ knowledge about cybersecurity issues and new
hacking techniques. However, these trainings are not always mandatory for government

agencies. Mandatory training is critical to ensure effective cybersecurity policy
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implementation. Furthermore, collaboration among government agencies is not always
obligatory even though collaboration among IT departments and law enforcement
agencies is very crucial for implementing cybersecurity policies.

In addition, mandatory policies can also relate to the care and protection of the
personal information of citizens. For example, employees and citizens (users) use a
username and password to connect and take actions on the IT systems that keep their
sensitive information. Because some people don’t use secure passwords, government
agencies may choose to utilize two-factor or multi-factor authentication techniques.
These are methods of using a combination of different components to verify a user's
claimed identity. However, when these authentication methods are not mandatory, most
users don’t take the initiative to utilize them. To work effectively these methods should
be made mandatory. If state and local government agencies do not have enough
professionals to adopt those kind of techniques, they should put funds towards opening
more positions for these experts.

Apart from these strategies to reduce cyber attacks at the local level, state and
local governments should simply spend more on cybersecurity issues. However, they
should be careful how to use this extended budget because it is more important how to
allocate the budget than how much money is spent.

Beyond all these suggestions, the research based on the literature and interviews
with the IT and cybersecurity professionals reveal that it is impossible to completely
eliminate the cyber attacks because of the dynamic nature and increasing sophistication

of cyber threats. Those strategies can protect the cyberspace from some cyber attacks and
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reduce the damage of others. Nevertheless, state and local governments will face cyber
threats no matter how much they utilize these strategies and reserve budget for IT
systems. Thus, they must also develop mechanisms to respond to cyber attacks. As | have
quoted in Chapter 4, Norris et al. (2015) cites from the interviews that ““...even with
greater funding and more staff, their systems will continue to be attacked and will
probably, eventually, be a victim of a successful attack.” (p.199). The state and local
governments in Maryland do not have very sophisticated response mechanisms to cyber
attacks, whereas State of Michigan has developed a sophisticated system for early
detection and rapid response. According to Spidalieri (2015), the Michigan Cyber
Command Center, part of the Michigan State Police, is the state’s lead response to
incidents with a criminal nexus and is charged with directing law enforcement operations,
including investigation, mitigation, and prosecution of cybercrimes. The State Police
serves as a liaison with federal law enforcement agencies, too. According to the Michigan
Cyber Initiative (2015), Michigan is successful at blocking cyber attacks because of its
rapidly-responding law enforcement.

All in all, building partnerships with the larger security community and
outsourcing security needs, creating a cybersecurity strategic plan, and enabling more law
enforcement are crucial in addressing cybersecurity challenges. Adequate budget and
strategic allocation of it are also vital for protecting the cyberspace efficiently. Despite all
these precautions, the local and state governments are inevitably going to face cyber
attacks. The most important action to take is to develop sophisticated systems for early

detection and rapid response to cyber attacks.
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Chapter 6
CONCLUSION

The first chapter was an introductory chapter that draws a road map for my
research. Chapter 2 addressed the transition to the information revolution from the
agricultural and industrial revolution after clarifying vulnerabilities of state and local
governments. Subsequently, | detailed a variety of the most dangerous hacking
techniques state and local governments face after discussing the motivations behind cyber
attacks.

In brief, cybersecurity is not only a problem at the federal level, but also a
problem at the local level. State and local governments cannot wait for the federal
government to provide all responses and solutions before taking actions. They have a
responsibility to create a safe cyberspace and must work to secure their critical
infrastructure and cyber assets. Cybersecurity is one of the most significant issues
currently facing the nation because we are living in the age of technology and this is an
increasingly-networked world, from personal banking to government infrastructure.
Some state and local governments take some specific precautions towards cybersecurity;
however, most of them have not taken sufficient measures. Even if they try to take
precautions about the cybersecurity problem, they still face significant barriers in

addressing cybersecurity challenges.
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Chapter 3 explained findings on the barriers to addressing cybersecurity
challenges in United States state and local governments based on the literature review.
Lack of sufficient funding, inadequate availability of cybersecurity professionals, lack of
documented processes, increasing sophistication of threats, and lack of visibility and
influence within the enterprise are the main barriers identified. These significant barriers
stem from not effectively applying policies and strategies. The reason is the nature of
cyber attacks and hacking techniques. It is not possible to completely protect the
cyberspace by creating a specific framework and applying stable strategies because those
attacks and techniques are extremely dynamic. There are known strategies to reduce the
effects of cyber attacks, but complete protection is not feasible.

According to Norris et al. (2015), “There is a need not only to continually harden
the IT infrastructure, but also to have in place a recovery plan in the event of a successful
attack. This is so because, in case the systems go down, there is the need for continuity in
government.” (p.200). As Dawson and Desouza (2015) recommend, ““states closely
examine and adopt standards, policies and procedures enacted by nationally respected
groups like NIST in order to jump start their cybersecurity planning”. In addition, state
and local governments need to build partnerships with the larger security community,
outsource their security needs as appropriate, create a state cybersecurity strategic plan,
and create law enforcement to establish a secure cyberspace and maintain or gain public
trust.

Chapter 4 examined the state of Maryland as a case study to demonstrate the

barriers explained in Chapter 3. | used interviews conducted through focus groups that
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included IT and cybersecurity professionals from state and local governments in
Maryland. | argued that the lack of sufficient funding, inadequate availability of
cybersecurity professionals, insufficient or under-enforced policies, and governance issue
are the most relevant barriers that state and local governments in Maryland face in their
attempts to create cybersecurity. The fact that cybersecurity policies are underdeveloped,
even in Maryland, reveals the difficulty of tackling the issue completely. Because cyber
attacks are so dynamic and difficult to predict, the barriers to cybersecurity remain
unaddressed.

Lastly, Chapter 5 proposes different strategies state and local governments can
employ to be most effective at enhancing their cybersecurity. The discussion and
suggestions are based on my inferences from the shared literature, recommendations by
Federal government and NASCIO, and thoughts gathered from the interviews. All of the
strategies that I discussed in Chapter 5 would help to reduce cyber threats for state and
local government agencies.

Despite the precautions, state and local government agencies are still going to
face cyber attacks. Thus, it is necessary that state and local governments invest in
creating an early detection and rapid response system for cyber attacks as well as
investing in updated IT infrastructure and qualified IT and cybersecurity professionals.
However, the most important action a governmental organization can take is developing a

sophisticated system for early detection and rapid response to cyber attacks.
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